UBND TINH BINH DINH CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VATRUYEN THONG Péc lap - Tw do - Hanh phc

Sé: 131 /BC-STTTT Binh Dinh, ngay 13 thang 10 ndm 2021

BAO CAO
Hién trang cong tac bao dam an toan théng tin mang
trén dia ban tinh Binh Pinh nim 2021

Kinh gui: Bo Théng tin va Truyén thong

Thyuc hién Céng van sé 3406/BTTTT-CATTT ngay 02/9/2021 cua B
Thong tin va Truyén thng ve viéc danh gia mire do bao dam an toan thong tin
mang ndm 2021; Cong van s6 5551/UBND-VX ngay 08/9/2021 cua UBND tinh
Vvé viéc cung cap so lidu danh gia mic d6 bao dam an toan thdng tin mang nam
2021, S¢ Théng tin va Truyén thong (TT&TT) bao céo tinh hinh cong tac bao
dam an toan thong tin mang (ATTTM) nam 2021, cu thé nhu sau:

1. TINH HINH XAY DUNG CHINH SACH VA KE HOACH, TO
CHUC BAO PAM ATTTM

1. Hién trang kinh phi &ng cieu sw ¢6, bao dam ATTTM

Nham xay dung, hoan thién ha tang ki thuat va ¢y manh tng dung cong
nghé thong tin (CNTT) dam bao trién khai c6 hiéu qua md hinh Chinh quyén
dién ta/Chinh quyén s6, do thi théng minh tinh Binh Pinh bao dam ning luc
ATTTM, UBND tinh Binh dinh da quan tam, b tri kinh phi dam bao an toan
thong tin dbi voi cac hé thong thong tin trén dia ban tinh tai Quyét dinh sb
429/QP-UBND ngay 03/02/2021 phé duyét Ké hoach ung dung cong ngh¢
thong tin trong hoat dong cua co quan nha nudc, phat trién chinh quyén sé va
cac dich vu d6 thi théng minh tinh Binh Pinh nam 2021, trong d6 c6 kinh phi
bao dam ATTTM.

2. Hién trang té chirc va ngudn nhan luc bao dam ATTTM

Thue hién Quyét dinh s6 05/2017/QD-TTg ngay 16/3/2017 cua Thu tudng
Chinh phi ban hanh quy dinh vé hé théng phwong an ng ciru khan cp bao dam
an toan théng tin mang qudc gia; Thong tu s6 27/2011/TT-BTTTT ngay 04/10/
2011 cua Bo truong Bo TT&TT quy dinh vé diéu phdi cac hoat dong ng ciiu su
cb mang Internet Viét Nam; So TT&TT d3 tham muu UBND tinh xay dung,
kién toan Doi Ung ctiu Sy €6 an toan thong tin trong co quan nha nudc tinh Binh
Dinh (goi tat la Péi UCSCATTTM) tai Quyét dinh sé 4118/QD-UBND ngay
05/11/2019 véi 25 thanh vién.



Hang nim, D6i UCSCATTTM di xay dung, ban hanh cac Ké hoach trién
khai cong tac cua Doi; Qua do, Doi da trién khai cac giai phap tng pho va
phuong an khic phuc khi xay ra sy cb mét an toan thdng tin mang. Thyc hién )
chuc tuyén truyén, nang cao nhan thuc, dao tao kién thirc, k§ ning cho cong
chte, vién chue, ngudi lao dong va ngudi dan vé dam bao an toan thdng tin khi
tham gia cac hoat dong trén moi truong mang.

Niam 2021, S6 TT&TT di tham muu UBND tinh ban hanh Ké hoach tuyén
truyén, nang cao nhan thic, phd bién kién thic va dao tao ngudn nhan luc an
toan thong tin, giai doan 2021-2025 trén dia ban tinh Binh Pinh dé dao tao, nang
cao kién thuc, ki nang vé ATTT cho can bo, cdng chuc, vién chic, ngudi lao
dong trong co quan Nha nudc; phét trién doi ngii nhan luc vé ATTT dé bao vé
cho cac hé thong thdng tin cta co quan Pang va Nha nudc trén dia ban tinh.

3. Hién trang xay dung, ban hanh quy dinh va chinh sach vé bao dam
ATTTM

S¢ TT&TT da tham muu UBND tinh xay dung, ban hanh cac quy dinh
dam bao nhéan luc, chinh sach nham dam bao ATTTM tai dia phuong, cu thé:

- Quyét dinh s6 4118/QD-UBND ngay 05/11/2019 cua UBND tinh ve viéc
Kién toan Doi Ung ciru su c6 ATTTM trong co quan nha nude trén dia ban tinh
Binh Dinh.

- Quyét dinh s6 2634/QD-UBND ngay 02/7/2020 cia UBND tinh vé viéc
phé duyét cap do an toan hé thong thong tin doi vai hé thong thdng tin Trung
tam Tich hop dir liéu tinh Binh Dinh;

- Quyet dinh s6 5362/QD-UBND ngay 29/12/2020 cua UBND tinh ve viéc
phé duyét Ké hoach Ung dung cong nghé thong tin trong hoat dong cta co quan
nha nudc va dam bao an toan thong tin tinh Binh Dinh giai doan 2021-2025;

- Quyét dinh s6 429/QB-UBND ngay 03/02/2021 caa UBND tinh Binh
Pinh vé viéc phé duyét Ké hoach Ung dung cong nghé thong tin trong hoat
déng cua co quan nha nudc, phat trién chinh quyén s va céc dich vu do thi
thdng minh tinh Binh Dinh nam 2021;

- Quyét dinh s6 684/QB-UBND ngay 01/3/2021 cia UBND tinh vé viéc
Kién toan Ban chi dao xay dung Chinh quyén dién tir tinh Binh Dinh; Quyét
dinh s6 49/QD-BCP ngay 08/3/2021 cua Ban chi dao xay dung Chinh quyén
dién tir ban hanh Quy ché hoat dong cua Ban chi dao xay dung Chinh quyén
dién tir tinh Binh Dinh;

- Quyét dinh s6 22/2021/QD-UBND ngay 11/6/2021 cia UBND tinh ban
hanh Quy ché bao d¢am an toan théng tin mang trong hoat dong tng dung cong
nghé thdng tin cda cac co quan nha nudc trén dia ban tinh Binh Dinh.

II. TRIEN KHAI CAC CONG TAC BAO PAM ATTTM
1. Cong tac xac dinh va thuc thi bao vé hé thong thong tin theo cap do



Thuce hién Nghi dinh sé 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé
bao dam an toan hé théng thdng tin theo cip do, S& TT&TT di chi dao Trung
tam CoOng nghé thong tin va Truyén thong (don vi vdn hanh Trung tam tich hop
diz lidu tinh) xay dung hd so dé xuat theo cip do an toan hé théng thdng tin
Trung tam tich hop dit liéu tinh va da dugc UBND tinh phé duyét cap do hé
théng thong tin cip do 3 tai Quyét dinh s6 2634/QD-UBND ngay 02/7/2020;
Pdng thai, hudng dan cac sa, ban, nganh va UBND cac huyén, thi x4, thanh phd
thuc hién cong tac xac dinh cap do an toan hé théng théng tin do co quan, don vi
minh 1am chu quan hé théng.

Hién tai, da c6 18 co quan, don vi (16 don vi cap sé, nganh; 02 don vi cap
huyén) da thuc hién xac dinh, phé duyét cap do an toan thong tin doi voi hé
thong thong tin do don vi la chi quan theo quy dinh.

2. Vé cong tac giam sat ATTT va phong, chong phan mém doc hai

- Hé thérng thdng tin trung tam tich hop dit liéu cua tinh da thuc hién giam
sat truc tiep doi voi cac dich vy dang quan ly, van hanh bang cac phan mém ma
nguon mé nhu splunk, zabbix...

- Thuc hién Chi thi sé 14/CT-TTg ngay 25/5/2018 cua Thi tuéng Chinh
phii vé viéc nang cao nang luc phong chéng phan mém doc hai, So TT&TT da
trién khai céc giai phap phong, chéng ma doc ddi véi céc hé thdng théng tin
thudc pham vi quan ly, ty 1& may tinh trong cac co quan nha nudc dugc cai phan
mém diét virut dat 90% phan dau dat 100% theo chi tiéu da dé ra.

- Thuc hién cac van ban canh bao 15 hong va ra quét phan mém doc hai
theo hudng dan cua Cuc An toan thdng tin va Trung tim Giam sét an toan khong
gian mang quédc gia, S& TT&TT da trién khai dbi vai hé thdng théng tin Trung
tam Tich hop dit liéu tinh va ban hanh cac Vin ban huéng dan xu ly, boc g ma
doc dbi voi cac hé théng thong tin trén dia ban tinh. Khuyén nghi cac co quan
don vi trén dia ban tinh ting cudong giam sat va sin sang phuong an xtur Iy khi
phat hién c6 dau hiéu bi khai thac, tin cong mang.

3. Vé cac giai phap ky thuit bao dam ATTTM

- Thyc hién tricn khai cac giai phap bao dam an toan thdng tin doi vai hé
thong thong tin Trung tdm tich hop di liéu cua tinh:

TT | Teén giai phap bdao dam Hing cung cip Muc dich
an toan thong tin
1 | Tuong Itra mang (Network Paloalto 3020 Bao dam an toan
Firewall)... Cisco firepower 2120 16p mang

Fortimail 400F




TT | Ten giai phap bdo dam Hing cung cip Muc dich
an toan théng tin
2 | Cong truy cidp SSL/VPN Trién khai SSL Bdo dam an toan

(SSL/VPN Gateway)...

GlobalSign RSA OV

16p mang

Phat hién va chong tin

Paloalto 3020

Bao dam an toan

cong (IPS)... Cisco firepower 2120 16p mang

Fortimail 400F

Paloalto 3020
Cisco firepower 2120
Fortimail 400F

Bao dam an toan
16p mang

4 | Chong tan cong tir chdi
dich vu (DDoS
Protection)...

Bao dam an toan
cac tng dung

5 | Tuong lra tng dung (Web Tu trién khai

Application Firewall)..

BKAV, McAfee Bao dérp an tqa‘m
cac thit bi dau

cuoi

6 | Phong chéng ma doc hai va
bao v€ thiét bi dau cudi
(Endpoit Security)...

4. V& cong tac kiém tra, danh gia an toan thong tin

Niam 2021, Poi UCSCATTTM da xay dung, ban hanh cac Ké hoach trién
khai cong tac cua Poi trong d6 ¢6 ndi dung Kiém tra, danh gia an toan thong tin.
(Ké hogch sé 01/KH-UCSCATTTM ngay 26/2/2021 cia Déi trucng Do
UCSCATTTM tinh Binh Binh). Tuy nhién, vi dién bién cua dich Covid-19 trong
nam dién ra phuc tap, nén Boi UCSCATTTM da tam dung cac cudc kiém tra,
danh gia cac hé thong thong tin do tinh quan ly.

Thyc hign Quyét dinh s6 429/QD-UBND ngay 03/02/2021 cua UBND
tinh Binh Dinh vé viéc phé duyét ké hoach Ung dung cong ngh¢ thong tin trong
hoat d6ng cuia co quan nha nudc, phat trién chinh quyén 30 va cac dich vu @06 thi
thong minh tinh Binh Dinh ndm 2021, S¢ TT&TT dang tién hanh thué don vi tu
van, danh gia an toan thong tin doi vaéi Trung tdm Tich hop dit liéu cua tinh.

5. Vé cong tac t6 chirc dién tap, phf)i hgp wng ciru, xir ly suw cd

- S6 TT&TT Binh Dinh Ia thanh vién cia Mang lu6i Gng ctu sy cd an
toan thong tin mang quoc gia so 5 va da phoi hop to chirc cac noi dung dien tap,
phoi hop xtr ly su ¢6 theo su phan céng cua Cum trudong va Cuc An toan théng
tin.



- Trong nim 2021, S& TT&TT Binh Dinh d3 tham gia 05 cudc dién tap dg
cac don vi cia Cuc An toan thﬁnq tin, Trung tam VNCERT va cua Cum 5 t0
chuc, cur 15 luot can bo tham du dién tap, phoi hop tng ctu.

6. Vé cong tac xay dung phuwong an sao lwu, phuc hoi

- S6 TT&TT da chu trong phét trién, nang cap ha tang ky thuat cho Trung
tam tich hop dir liéu cua tinh (Data Center), dam bao ning luc trién khai cac
phan mém nén tang, tng dung va co so dir liéu ding chung toan tinh phuc vu
phat trién Chinh quyén dién ta/Chinh quyén sé va D6 thi théng minh tinh Binh
binh.

- Pang trién khai hé théng Offsite backup cho Trung tam tlch hop dix liéu
dé bao vé hé thong dir liéu caa tinh trong cac su cd ngodi y muén nhu dong dat,
thién tai, chay no va sé hoan thanh trong nam 2022-2023.

7. Vé trién khai cong tac két noi chia sé nguy co tan cong mang

- Hé théng thong tin tai Trung tam tich hop dir liéu cua tinh da két ndi vai
Hé thong Trung tm Giam séat an toan khong gian mang Quac gia (Viéc két nai
théng qua cdc déy IP Public va cdc triwong thong tin két néi do Trung tam Giam
sat an toan khong gian mang Quac gia cung cap).

- Thyc hién két noi hé thong giam st an toan thong tin cua tinh (SOC) vei
Hé théng tiép nhan va xu ly di liu giam sat quéc gia va Hé théng phan tich
chia sé nguy co tan cdng mang quédc gia caa Trung tam Giam sat an toan khong
gian mang Qudc gia theo quy dinh cia Bé Théng tin va Truyén thong.

8. Vé cong tac trién khai ap dung cic tiéu chuin, quy chuén ky thuit
doi véi cac hé thong thong tin

Hé théng thng tin tai Trung tam tich hop dir liéu caa tinh dang trién khai
cac phuong 4n dam bao an toan théng tin &p dung theo tiéu chuan TCVN
11930:2017, ISO/IEC 27001 danh cho hé thong théng tin cap do 3. Tuy nhién,
kinh phi danh cho an toan thdng tin van con thap nén chua tién hanh thué don vi
tu van xay dung, thuc hién cac quy trinh danh gia ndi bo cho hé thong théng tin
dang van hanh,

I1I. NHAN XET VA PANH GIA
1. Danh gia chung

Nam 2021, céng tac bao dam an toan thong tin trén dia ban tinh luén duoc
cha trong thuc hién, dam bao cac hé thng théng tin thuoc pham vi quan Iy hoat
dong an toan, thdng sudt, gop phan xay dung khéng gian mang Viét Nam an
toan, tin cay, thac day phét trién kinh té - xa hoi trén dia ban tinh.

2. Khé khin, vieéng mic

Bén canh nhiing két qua dat dugc, cdng tac dam bao an toan thdng tin van
con mot so ton tai, han ché nhu:



- Nhan thirc cia mot sé cén bo, cdng chac khi tham gia hoat dong trén
moi trrdng Mang chua cao, 6 thé gay 16 lot, mat thong tin dé cac doi tuong tin
tac khai thac str dung, tan céng vao hé thong.

- Kinh phi hing nim danh cho ATTT con thap, chwa dap ing duoC Cac
yéu cau nhiém vu phuc vu xay dung chinh quyén dién tir va chuyén doi so trén
dia ban tinh.

IV. PHUONG HUONG, MUC TIEU TRIEN KHAI TRONG THOI
GIAN TOI

1. Phwong hwéng va muc tiéu

- Nghién ctu xay dung bd sung cac quy dinh, quy trinh van hanh céc hé
thong ha tang ky thuat CNTT cua tinh dam bao tinh cap nhat lién tuc theo céac
khuyén céo vé an toan, an ninh thong tin; thudng xuyén giam sat nguy co phat
hién, canh bao som nguy co bi tin cdng cac hé thong.

- Tiép tuc bodi dudng ddi ngii cong chuc, vién chic ¢6 chuy@én mén cao vé
an toan, an ninh thong tin; boi dudng chuyén sau doi vai cac thanh vién Boi tng
Ctru Su €O an toan thong tin mang cua tinh.

- Xay dung co ché hop tac véi cac truong Pai hoc, cac doanh nghiép
trong nghién ctu va trién khai thuc hién cé hiéu qua cong tac dam bao an toan,
an ninh théng tin doi vai cac hé thong thong tin hién co cua tinh.

2. K¢ hoach trién khai

- Trién khai Ké hoach (ing dung CNTT trong hoat dong ciia co' quan nha
nudc, phat trién Chinh quyén so6 va bao dam an toan théng tin mang tinh Binh
Dinh giai doan 2021-2025 theo noi dung da dugc phé duyét;

- Xay dung Ké hoach ung dung CNTT trong hoat dong cua co quan nha
nudc, phat trien Chinh quyén s6 va bao dam an toan thong tin mang tinh Binh
Dinh nam 2022; cong tac cua Boi tng ctu su ¢o ATTT mang nam 2022.

V. KIEN NGHI

1. P& nghi Cuc An toan théng tin hd tro céc dia phuong vé giai phap va
phan mém chuyén dung phuc vu cho hoat dong giam sat, diéu tra, giai quyét khi
xay ra su c6 an toan thong tin mang tai dia phuong.

2. Bé nghi Bo Thong tin va Truyén thdng ban hanh cac co ché chinh sach
dac thu vé an toan thong tin dé cé co S¢ trién khai dau tu, mua sam cac phan
mém, thiét bi, thu hat nguon nhan luc phuc vu hoat dong dam bao an toan théng
tin trong co quan nha nudc.

Trén day la bdo cao hién trang cong tac bao dam an toan thdng tin mang

trén dia ban tinh Binh Dinh nam 2021, kinh bao cao B Thong tin va Truyén
thong theo ddi, tong hop.



Guri kém theo cac phu luc cung cdp sé liédu:
- Phu luc 01: Cung cdp sé ligu phuc vu danh gia mirc d6 ATTTM néim
2021 trén dia ban tinh Binh Dinh;
- Phu lyc 02: Danh muc h¢ thong thong tin dé xdy dung, phé duyét HSDX
cap do theo quy dinh;
- Phy luc 03: Danh sdch cdac don vi da ban hanh quy ché an toan thong
tin trén dia ban tinh Binh B_inhW/

L
Noi nhgn: KT. GIAM POC
- Nhur trén; PHO GIAM bOC

- UBND tinh (dé b/céo);
-Cuc ATTT -Bo TT&TT;
- Giam dbc S¢ (dé b/cao);

- Trung tam CNTT&TT;

- Luu: VT, BCVT&CNTT;

guyén Minh Thao
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