_ UBND TINH BINH DINH CONG HOA XA HOI CHU NGHIA VIET NAM
POI UNG CUU SU COATTT MANG Péc lap — Tu do — Hanh phic

S6: 01 /KH-UCSCATTTM Binh Dinh, ngay 21 thang 02 nam 2024

KE HOACH
Cong tac caa DPJi trng cru sy co an toan thong tin mang
trong co’ quan nha nwéc trén dia ban tinh nam 2024

Can ctr Chi thi s6 18/CT-TTg ngay 13/10/2022 ciia Thu tudéng Chinh phu
vé day manh trién khai cac hoat dong ung ctru sy c6 an toan thong tin mang
Viét Nam;

Can ctr Quyét dinh s6 951/QD-UBND ngay 25/3/2022 cia Chu tich UBND
tinh Binh Pinh vé viéc kién toan Ddi ung clru su c¢d an toan thong tin mang trong
co quan nha nudc trén dia ban tinh Binh Dinh;

Can ctt Quyét dinh s6 08/QD-STTTT ngay 06/02/2020 ctia Giam ddc S
Thong tin va Truyén thong vé viéc ban hanh Quy ché hoat dong Doi tng cliru sy
c¢d an toan thong tin mang trong co quan nha nudc trén dia ban tinh Binh DPinh;

Can cir Quyét dinh sd 17/QD-STTTT ngay 15/02/2024 ctia Giam dbc So
Thong tin va Truyén thong vé viéc ban hanh Chuong trinh cong tac trong tim ciia
cac phong, don vi thudc va truc thudc S nam 2024;

D01 ing ctru an toan thong tin mang trong co quan nha nudc tinh Binh Binh
(goi tat Poi UCSCATTTM) xdy dung ké hoach cong tac nam 2024 nhu sau:

I. MUC PiCH, YEU CAU
1. Muc dich

- Tap trung dam bao an toan thong tin cho cac hé théng thong tin quan trong
phuc vu xay dyng Chinh quyén dién tir/Chinh quyén s trong cac co quan nha
nudc trén dia ban tinh, dam bao cac hé théng thong tin trén dia ban tinh hoat dong
thong sudt, 6n dinh.

- Nang cao ning luc phong chéng phan mém ddc hai, ngin chin tir sém cac
nguy co, mdi de doa trén khong gian mang; phat hién, ngan chin nhanh chéng,
kip thoi va chi dong tung pho tdn cong mang; Dé ra cac giai phap tng pho va
huéng khic phuc khi gip su cd mat an toan théng tin mang

- Boi dudng, nang cao nhan thirc, kién thirc vé an toan thong tin ddi véi
cong chuc, vién churc. Pam bao cac ngué)n luc va cac diéu kién can thiét dé sin
sang trién khai kip thoi, hiéu qua cac phuong 4n tmg ctru khan cép su cb bao dam



an toan thong tin mang.
2. Yéu céu

- Tiép tuc ra soat, ban hanh, cap nhat cac quy dinh, quy trinh, hoan thién
hanh lang phap 1y vé an toan thong tin mang tai co quan, don vi

- Can cu tinh hinh thyc té, két qua giam sat trén moi trudng mang tién hanh
danh gia cac nguy co, su cd mat an toan thong tin dbi voi cac hé thong thong tin
clia cac co quan, don vi va dia phuong, dé dua ra phuong an d6i pho, ung ciru su
cd tuong tmg, kip thoi va phu hop.

- Trién khai phuong 4n dam bao an toan thong tin mang ngay tir khi thiét
ké, xay dung hé théng phu hop v&i cip do an toan hé thong thong tin theo hd so
dé xuat cap do. Duy tri dam bao an toan thong tin mang tap trung theo mo hinh 4
16p; 4p dung hé thdng quan 1y an toan thong tin mang theo tiéu chuan, quy chuan
k¥ thuat vao hoat dong cua co quan, to chic.

- Trién khai cac phuong an dam bao an toan thong tin nham d6i pho, tng
ctru su ¢b an toan thong tin mang phai dit ra dugc cac tiéu chi rd rang dé co thé
nhanh chong xac dinh duogc tinh chat, muc do nghiém trong cua su ¢d khi su ¢d
Xay ra.

- B tri nguén nhan luc cho cac hoat dong td churc trién khai ddo tao,
tap huin va phat trién nguén nhan lyc an toan thong tin tai co quan, don vi va dia
phuong.

II. NHIEM VU TRIEN KHAI

1. Cong tac chuan bi va niang cao ning lwc dam bao an toan thong tin

1.1. Tuyén truyén, pho bién vé an toan thong tin mang

- Noi dung thuc hién: Tiép tuc tuyén truyén, pho bién trén Trang/Cong
Thong tin di¢n tr tinh, cua céc so, nganh, dia phuong vé Luat An toan thong tin
mang; Nghi dinh s 85/2016/ND-CP ngay 01/7/2016 cta Chinh phu vé bao dam
an toan hé thong thong tin theo cdp do; Thong tu sb 12/2022/TT-BTTTT ngay
12/8/2022 caa BO Thong tin va Truyén thong quy dinh chi tiét va hudng dan mot
s6 diéu cua Nghi dinh sb 85/2016/ND-CP ngay 01/7/2016 cua Chinh phu vé bao
dam an toan hé théng thong tin theo cip do; Quyét dinh sb 22/2021/QD-UBND
ngdy 11/6/2021 cia UBND tinh Binh Dinh ban hanh Quy ché bao d¢am an toan
thong tin mang trong hoat dong ing dung cong nghé thong tin ciia co quan nha
nudce trén dia ban tinh va cac van ban quy pham phap luat c6 lién quan.

- Pon vi thuc hién: Doi UCSCATTTM.
- Pon vi phdi hgp: Phong Thong tin — Béo chi — Xuat ban.
- Thoi gian thuc hién: Nam 2024.
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1.2. Kiém tra, danh gia cic nguy co, sw c¢d an toan thong tin mang

- NO1 dung thyc hién:

+ Kiém tra, danh gia viéc tuan thi quy dinh cta phap luit vé bao dam an
toan hé théng thong tin theo cip do va hiéu qua cua cac bién phap phuong an bao
dam an toan thong tin;

+ Panh gia hiéu qua cua bién phap bao dam an toan hé théng thong tin;
phat hién ma doc, 16 héng, diém yéu, thir nghiém xam nhp hé théng;

+ Panh gia theo quy dinh tai Diéu 20 Nghi dinh s6 85/2016/ND-CP ngay
01/7/2016 ctia Chinh phu d6i voi cac hé théng thong tin di phé duyét cap do trén
dia ban.

+ Kiém tra cong tac giam sat an toan thong tin va va kha nang tng pho khi
Xy ra su cd an toan thong tin.

- Don vi thuc hién: D61 UCSCATTTM.

- Thoi gian thue hién: Quy I, 11 nam 2024 (c6 Ké hoach riéng).

1.3. T6 chirc, tham dw hdi nghi tip huin, dién tip @ng ciru sw cb an
toan thong tin mang

- N6i dung thuc hién:

+ Phéi hop véi cac co quan, don vi chitc ning t6 chtrc dién tip g ciru su
cd bao dam an toan thong tin mang cho doi ngii can bd, cong chirc chuyén trach
vé CNTT trong cac co quan hanh chinh nha nudc trén dia ban tinh.

+ Cir thanh vién ctia D6i UCSCATTTM tham du cac khéa dao tao, tip
huén nang cao trinh d6 do Bo Thong tin va Truyén thong t6 chrc.

- Don vi thuc hién: D61 UCSCATTTM.

- Pon vi phéi hop: Phong Buu chinh, Vién thong VACNTT, Trung tam
CNTT&TT va don vi ¢6 chire ning lién quan dén cung cap dich vu an toan thong
tin mang.

- Thoi gian thuc hién: Nam 2024 (theo gidy moi cia Bo TT&TT va cac co
quan, don vi thuéc mang ludi ing ctru su ¢b qudc gia).

2. Trién khai cic nhiém vy, bién phap khic phuc khi c6 sw ¢ xay ra

- No1 dung thuc hién: Thyc hién theo quy dinh tai Piéu 15 cua Quy ché béo
dam an toan thong tin mang trong hoat dong ing dung cong ngh¢ thong tin cua
co quan nha nudc trén dia ban tinh Binh Pinh ban hanh theo Quyét dinh sb
22/2021/Qb-UBND ngay 11/6/2021 cua UBND tinh Binh Dinh.

- Bon vi thuc hién: Bon vi st dung, van hanh h¢ théng thong tin.
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- Pon vi phéi hop: Poi UCSCATTTM, Trung tim CNTT&TT va céc don
vi c6 lién quan.

- Thoi gian thyc hién: Nam 2024,
I11. KINH PHI THU'C HIEN

Tir ngan sach tinh duoc b tri cho S& Thong tin va Truyén thong theo Quyét
dinh s6 4568/QD-UBND ngay 10/12/2023 caa UBND tinh.

IV. TO CHUC THUC HIEN

1. B6i UCSCATTT thuc hién nhiém vu theo quy dinh cta phap luat hién
hanh va Quy ché hoat dong Doi ung clru sy ¢ an toan thong tin mang trong co
quan nha nudc trén dia ban tinh Binh DPinh tai Quyét dinh s6 08/QD-STTTT ngay
06/02/2020 ctia Giam ddc S¢ Thong tin va Truyén thong.

2. Vin phong S& Thong tin va Truyén thong tham muu bé tri kinh phi cho
DPoi UCSCATTTM dé thuc hién cac ndi dung theo Ké hoach nay.

Trong qué trinh thuc hién néu phat sinh khé khin, vudng mac, cac thanh
vién Poi UCSCATTTM phén anh vé co quan thudng truc ctia Doi (S¢ Thong tin
va Truyén thong) dé xem xét va diéu chinh cho phu hop./.

Noi nhgn: POI TRUONG
-Lanh dao So TTTT;

- Cac Phong, don vi thuéc S6 TT&TT,;
- Céc thanh vién BDoi UCSCATTTM.

- Luu: VT, Doi UCSCATTTM.

Nguyé&n Minh Thao
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