UBND TINH BiNH DINH CONG HOA XA HOI CHU NGHIA VIET NAM

SO THONG TIN VA TRUYEN THONG Dgc 1ap — Tw do — Hanh phc
S6: 48 JKH-STTTT Binh Dbinh, ngay 15 thang 12 ndam 2023
KE HOACH

, To chirc dién tap thuc chién
doi véi cac hé thong thong tin caa tinh nam 2023

Thyc hién Chi thi 50 18/CT-TTg ngay 13 thang 10 nam 2022 cua Thu tudng
Chinh pht vé viéc ddy manh trlen khai cac hoat dong tmg ctru sy ¢b an toan thong
tin mang Viét Nam; Chi thi s6 60/CT-BTTTT ngay 16 thang 9 nim 2021 cta Bo
truong Bo Thong tin va Truyén thong vé viéc to chuc trién khai dién tap thyuc chién
bao dam an toan thong tin mang;

Thyc hién Ké hoach s6 44/KH-UBND ngay 10/3/2023 caa UBND tinh vé
chuyén do6i s6 nam 2023, dinh huong dén nam 2025, S6 Thong tin va Truyen thong

xay dung Ké hoach t6 chitic dién tip thuc chién tmg ctru, phong chéng sy ¢ vé an
toan thong tin nam 2023 nhu sau:

I. MUC PICH, YEU CAU VA PHAM VI DIEN TAP

1. Muc dich

- Dién tap thyuc chién nham giup cho can bg, cong chirc lam cong tac quan
tri mang va cac thanh vién Doi tmg ctru sy cd An toan thong tin mang cua tinh

dugc ren luyén ky nang, kinh nghiém san sang (mg ciru, X 1y cac su ¢ tin cong
mang c6 thé xay ra doi v6i hé thong CNTT do co quan, don vi minh quén 1y.

- Trién khai dam bao theo diing quy dinh, huéng din cua B6 Thong tin va
Truyén thong vé dién tdp thuc chién. C6 phuong an ddm bao hoat dong an toan,
on dinh trong va sau dién tap; dam bao hi€u qua, thiét thuc, tiét kiém,

2. Yéu ciu

Céc don vi tham du dién tdp can tuan thi ddy du ndi quy vé dién tap thuc
chién do6i vdi he¢ thong thong tin trung tdm tich hop dir lidu tinh do Ban T chtic
ban hanh.

3. Pham vi dién tap

Thuc hién trén Hé théng thong tin Trung tdm tich hop dit liéu tinh Binh
Dinh, cu thé dugc gio1 han nhu sau:

- Hé théng Trang thong tin dién tir cua S& Théng tin va Truyén thong co
dia chi: https://stttt.binhdinh.gov.vn.
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- Hé théng Quan 1y luu trd truc tuyén tinh Binh Pinh c6 dia chi:
https://quanlyluutru.binhdinh.gov.vn.

- Céc t6 churc ¢4 nhan tham du Dién tap dam bao tuan thu kich ban da ban
hanh (bao gom gidi han dién tap, thoi gian dién tdp, nguong tan cong, cac phuong
an phong ngura rui ro va wng ciru néu xdy ra s co).

I1. NQI DUNG KE HOACH

1. Tén dién tap: Dién tap thuc chién d6i véi cac hé thong thong tin cia
tinh nam 2023.

2. Thoi gian: Bat dau tir 08 gio ngay 18/12/2023 dén 17 gio 00 ngay
19/12/2023.

3. Hinh thirc: Tryc tiép.

4. Pia diém: S¢ Thong tin va Truyén thong, s6 38 duong Trudng Chinh,
thanh phé Quy Nhon, tinh Binh Dinh.

5. Thanh phan tham du:

a) Lanh dao S¢ Thong tin va Truyén thong va cac phong, don vi truc thudc
So;,

b) Lanh dao Trung tam VNCERT va cac can bo lién quan.

¢) Cac boi tan cong (Red team):

- Bai dién can bo phu trdch CNTT/ATTT cua cac don vi: Van phong Tinh
uy; Cong an tinh; cac s¢, ban, nganh thugc UBND tinh va UBND cac huyén, thi
x&, thanh pho.

- Thanh vién Doi tng ciru sw ¢o ATTT mang tinh Binh Dinh theo Quyét
dinh s6 951/Qb-UBND ngay 25/3/2022 cua UBND tinh.

d) B4i phong thu (Blue team):

Thanh vién Doi (g cau sy ¢ an toan thdng tin caa So Thong tin va Truyén
thong Binh Dinh.

6. Chwong trinh dién tap: Phu luc I.

7. Nhiém vy, thoti gian thwc hién: Phu luc II.

I11. TO CHUC THUC HIEN

1. Phong Buu chinh, Vién théng va Cong nghé théong tin:

- Chu tri, phbi hop v6i Trung tdam VNCERT/CC, Trung tdim Cong nghé
thong tin va Truyén thong to chirc dién tap, cong bd két qua dién tap, danh gia
hoat dong dién tap va td chirc bé mac dién tap. Tong hop, giri béo cdo két qua dién
tap vé Cuc An toan thong tin.

- Tham muu Noi quy vé dién tap thyuc chién, tmg ctru thong tin tai Trung
tam tich hop dir liéu tinh Binh DPinh theo quy dinh.



- Tham muu thanh 1ap Ban T6 chirc dién tap, Doi tan cong va Doi phong thu.
2. Trung tim Coéng nghé thong tin va Truyén thong

- Xay dyng kich ban chi tiét phwong 4n t6 chirc dién tap thye chién bao dam
an toan thong tin mang theo quy dinh. Chuan bi cac trang, thiét bi, nhan lyc dam
bao phuc vu cho dién tap theo ndi dung ké hoach nay.

- Giam sat, theo ddi hé théng thong tin Trung tdm Tich hop dir liéu trong
suot thoi gian dién tap.

3. Van phong S¢&
- Hudng dan sir dung kinh phi thyc hién ké hoach theo quy dinh.

- Phi hop v6i phong Buu chinh, Vién thong va Cong ngh¢ thong tin, Trung
tam Cong ngh¢ thong tin va Truyen thong chuan bi cac co s& vat chat can thiét
dam bao cho viéc to chirc budi dién taW/

~
Noi nhan: KT. GIAM bOC
- Cuc ATTT, ) A o
- Trung tdm VNCERT/CC; PHO GIAM DOC
- Lanh dao S TT&TT;
- Phong BCVT&CNTT;
- Van phong Sé;
-TT.CNTT&TT,
- Luu: VT.

Nguyé&n Minh Thao



Phu luc |

CHUONG TRINH DIEN TAP THUC CHIEN

(Kém theo Ké hoach s¢ /KH-STTTT ngay  /12/2023 ciia So Thong
tin va Truyen théng)
Theot gian Noi dung Thuc hién
Ngay 18/12/2023
S . Ny S TT&TT,
7h30 - 08h00 | Tiep don dai bieu, khach moi VNCERT/CC
8h00 —8h05 | Tuyén bé Iy do, gigi thiéu dai biéu MC
8h05 —8h10 | Phat biéu khai mac dién tap Linh dao S¢ TT&TT
LR X n Lanh dao
8h10 —8h15 | Phat biéu dien tap VNCERT/CC
- Quén triét Chi thi so 18/CT-TTg
ngay 13 thang 10 ndm 2022 cua Thu
tudng Chinh phu vé viéc day manh
trjén khai cac hoat dong tng cuu su
co an toan thong tin mang Viét Nam;
- Cong bo pham vi dién tap va cc noi Trung tAm
8h15 — 11h30 | quy trong qua trinh trién khai dién tap g
S L A XA N VNCERT/CC
thuc chien, noi quy doi tan cong, noi
quy doi phong thu.
- Gigi thiéu nhiing quy dinh, chinh
sach trong viéc cam ket dam bao an
toan thong tin trong suot qua trinh
dien tap
14h — 16h30 Ba£ STau Dien tap thuc chién (tai| Cac doi 'Ean cong, doi
cho/tur xa) phong thu
Ngay 19/12/2023
08h— 11h30 | Didn tap thuc chién (tai chdftirxa) | C4¢do! tan cong, dol
phong thu
14h-14h30 | Panh gia két qua dién tap Ban Giam khao

14h30 — 15h30

Céac Doi tan cong trinh bay tom tat
qua trinh tan céng vao céac hé thong
muc tiéu

Céc i tan cong c6
thanh tich tot nhat

15h30 — 16h30

boi phong thu trinh bay qua trinh
phat hién, ngan chan tan cong

Doi phong thu
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Theoti gian Noi dung Thuc hién

16h30-16h40 Cong bo két qua dien tap, trao giay S6 TT&TT

chirng nhan

Phat biéu cua Lanh dao Trung tdm | Lanh dao Trung tam
16n40-16n50 VNCERT/CC VNCERT/CC
16h50-17h00 | Phét biéu bé mac Linh dao S¢ TT&TT

17h10- Bé mac, chup anh luu niém




) A Phu luc 11
~ PHAN CONG NHIEM VU, THOI GIAN THUC HIEN ‘
(Kem theo Ké hogch so IKH-STTTT ngay  /12/2023 cua So Thong tin va Truyén thong)

STT Néi dung cong viéc Cha tri Phéi hep h-(r)gglt%?:h
CONG TAC CHUAN BI TRUOGC DIEN TAP
A A 2 FURRTY SRPA - X Phc‘)ng
1 | Xa&y dung Ké hoach to chuc dien tap thuc chién BCVT&CNTT VNCERT
o | Xdc dinh myc tiéu dién tap; xay dung Quy ché dién tap; thanh Phong VNCERT
Iap Ban Giam khao BCVT&CNTT
3 Léap danh sach cac dqéi tham gia dién tap; du thao van ban moi VNCERT PHONG
tham gia dién tap; tong hop danh sach tham du BCVT&CNTT
Ra soét, trién khai phuong an du phong, sao luu dir liéu va hé Trung tam
4 | thdng trudc Khi Dién tap; xay dung céac kich ban, phuong an VNCERT
CNTT&TT
rng cru su €6, phong ngira cac rii ro co thé xay ra
5 Lap danh sach nhan sy tham gia D6i phong thu, phan céng Trung tdm VNCERT
nhiém vu cho cac thanh vién Doi phong thu CNTT&TT Trudc ngay
6 Xay dung bao céo chuong trinh dién tap (muc tiéu, pham vi, VNCERT Phong 16/12/2023
quy ché,...) BCVT&CNTT
Chuan bj ha tang, thiét bi, cong cu, phan mem, céc dieu kién Phon
7 | lién quan hau can dam bao cho cong tac dien tap (hoi truong, VNCERT g
A X exilia N BCVT&CNTT
backdrop, may chiéu, ban ghg¢, tai liéu, teabreak, bang tén,...)
8 Tao cac group lién quan va phan cong diéu phdi tai cac group VNCERT Phong
(blueteam, redteam) BCVT&CNTT
.1 \ <% . X oA Phong
9 | Du thao kich ban MC va dan chuong trinh dien tap BCVT&CNTT VNCERT
10 | Chuin bi cc ban cam két cua doi tn cong, doi phong thi VNCERT BCVF?;”CQNTT
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T T T TP S , Phong
11 | Chuan bi cac mau bao cao cta doi tan cong, doi phong thu VNCERT BCVT&CNTT
b A RiA ar TR , Phong
12 | Du thao bai phat biéu ctia Lanh dao So TT&TT BCVT&CNTT VNCERT
13 | Chuan bj gidy chitng nhan cho cac doi tham gia dién tap VNCERT
Chuan bj ha tang mang WiFi, ha tang hop truc tuyén phuc vu Trung tam
14 dién tap CNTT&TT VNCERT
TAI BUOI DIEN TAP
: X iy Phong
15 | Khai mac dien tap thuc chién BCVT&CNTT VNCERT Ngay
p p T J Ty S Ph(‘)ng 18/12/2023
16 | Bao cao, pho bién quy cheé dién tap VNCERT BCVT&CNTT
17 Trién khai chinh thirc Dién tap; quan ly, diéu hanh, gidm st VNCERT Phong Ngay 18 va
hoat dong tan cdng va phong tha BCVT&CNTT 19/12/2023
18 | Tong hop, danh gia, bao céo két qua dién tap BGK Ngay
x £ . A Phong 19/12/2023
19 | Bé mac, trao giay chirng nhan BCVT&CNTT VNCERT
A A e X oA Phong Ngay 18 va
20 | Truyén thong, dua tin bai dien tap BCVT&CNTT 19/12/2023
SAU DIEN TAP
Béo co két qua cong tac dién tap gui So TT&TT (Chu dau . ,
21 | tu), bao gdm téng hop cac béo céo cua doi tan cong va doi |  VNCERT Phong Truoc
2 i ' ' ' BCVT&CNTT 20/12/2023
phong thu
2 e Uk Ty “ A Trung tdm Truéc
22 | Trién khai xtr ly khac phuc cac 16 hong da dugc phat hién CNTT&TT VNCERT 95/12/2023




) Phu luc 111 ) A
DU KIEN DANH SACH PQI TAN CONG

(Kém theo Ké hoach s¢ IKH-STTTT ngay  /12/2023 ciia Sé Théng

tin va Truyén théng)

STT Thanh phan S6 lwong
1 Can bo phu trdch CNTT/ATTT cua Cong an tinh va 01 dbi
Vién thong Binh Pinh j
2 Cén bo phu trach CNTT/ATTT cua cac so, ban, nganh 01 doi
Céan bo phu trach CNTT/ATTT cua UBND cac huyén, N
3 . N A 01 dol
thi x4, thanh pho
Thanh vién Doi tng cau su 6 ATTT mang tinh Binh
4 binh theo Quyét dinh s6 951/Qb-UBND ngay 01 doi
25/3/2022 ciia UBND tinh
Tong cong 04 doi
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