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AL ] KE HOACH
Ml;é{wa truyén, phé bién, gido duc phép luit vé an toan thong tin, an ninh

Chuyén:
| Lutu hd sqf s

mang va phong, chong toi pham trén khéong gian mang

ROl gian vira qua, tinh hinh t5i pham mang, t6i pham cdng nghé cao tidp

tuc dién bién phire tap, véi phuong thire, thi doan ngay cang tinh vi, gia ting
nhanh vé s vu Vi tinh chét, mic dd ngay cang nghiém trong, gdy birc xtc trong
quan ching nhan dan. Céng téc tuyén truyén, phé bién kién thir phép ludt vé an
toan, an ninh mang, canh bao vé tdi pham mang, toi pham sir dung cong nghé cao
da duoc tién hanh thuong xuyén, song hiéu qua chua cao, chua huy dong duoc sire
manh cia ca hé }héng chinh tri, cac nganh, cac cap, tb chire, doanh nghiép, chua

tao sur chuyén bién r nét trong nhén thre, y thire canh gide ciia Nhan dan.

Nhim tié‘p tuc nang cao nhén thic cho can bd, cong chirc, vién chire, quén
ching Nhan dan va tang cuong higu qua cong tac phong, chéng i pham trén
khong gian mang, Tiéu ban Chi dao An toan, An ninh mang tinh Binh Dinh ban
hanh ké hoach tuyén truyén phong, chéng toi pham trén khéng gian mang vai cac
ndi dung nhur sau:

L. MUC PICH, YEU CAU

- Tang cuong sy lanh dao cia cac cép uy Dang, chinh quyén; ndng cao trach
nhiém, su vao cudc cua cac cép, céc nganh, t6 chic chinh tri - xa héi, doanh
nghiép; phat huy stre manh téng hop ctia ca heé théng chinh tri va toan dan trong
tuyén truyén, dau tranh phong, chc")ng t0i pham trén khéng gian mang, tao thanh
céc chién djch tuyén truyén sau rong trong Nhan dan.

khéng gian mang; huy déng duoe can bo, cong chire, vién chire, quan chiing Nhan
dan tich cuc tham gia phong, chong t6i pham trén khéng gian mang.

- Cong téc tuyén truyén duoc tién hanh bﬁng nhiéu hinh thire linh hoat, sing
tao, phu hgp, hiéu qua gan véi cong tdc bao dam an ninh mang va phong, chéng t6i
pham sur dung céng nghé cao (ANM&PCTPSDCNC). Noi dung tuyén truyén phai
lién tuc déi méi, da dang, bam sat thyc té, kip thoi truyén tai, théng tin cho nguoi
dan veé cac phuong thic, thi doan t9i pham trén khéng gian mang.

- Viée trién khai thuce hién Ké hoach dam bao thiét thue, hiéu qua, pha hop
voi chirc nang, nhiém vu cua tirng co quan, ban, nganh, dia phuong, tao su lan toa
sau réng trong xa hoi: dong thoi, thuc hién nghiém Nghij dinh s6 42/2022/NP-Cp
ngay 24/6/2022 cua Chinh phu quy dinh vé Vviéc cung cap thong tin va dich vu
cdng true tuyén cia co quan Nha nudc trén moj trudng mang trong viée cung cap
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thong tin, tai lieu vé tinh hinh cong tac phong, chéng t6i pham trén khong gian
mang phuc vu tuyén truyen.

1. NQI DUNG THU'C HIEN

1. Pham vi, dbi twong

- Pham vi: Tuyén truyén trén toan tinh.

- Pbi twong: Can bd, dang vién, coOng chitc. vién chirc, hoc sinh, sinh vién,
nguoi lao dong, luc lugng Vi trang va quan ching Nhan dan trén dia ban tinh.

2. Noi dung tuyén truyén
_ Céc quy dinh cua phap luat v& cong tac dam bdo An todn thong tin, an ninh

mang, bao vé bi mat nha nudc trén khong gian mang, bao vé dir liéu ca nhan,
phong, chong t6i pham sir dung cong nghé cao dé lua dao chiém doat tai san trén
khong gian mang, nhu: Luét Hinh sy, Ludt An toan thong tin mang, Luat An ninh

mang, céc Nghi dinh: Nghi dinh 53/2022/ND-CP ngay 15/8/2022 cua Chinh phu
quy dinh chi tiét mdt <6 didu cua Luat An ninh mang, Nghi dinh s6 13/2023/ND-
CP ngay 17/4/2023 cta Chinh phi vé bao vé dir ligu ca nhan, Chi thi s6 02/CT-
TTg ngay 04/7/2018, Chi thj sé 14/CT-TTg ngay 25/5/2018 cua Thu tuéng Chinh
phu vé cong tac bao vé bi mat nha nudc trén khéng gian mang va nang cao nang
luc phong chéng, chong phz"%n mém doc hai, ...

- Nhitng phuong thire, thi doan, dac diém nhan biét va cach phong tranh doi
véi loai toi pham lura dao chiém doat tai san trén khong gian mang. Trong do, tap

trung tuyén truyen v&: ) Tha doan goi dién gid danh céan bd Nha nuoc dé lira dao
chiém doat tai san; @ thu doan lgi dung 1dng tham cua cAc ca nhén thong bao tring

thudng 1on dé chiém doat théng tin ca nhén, tai khoan ngan hang, yéu cau chuyén
tien; @ thu doan chiém quyén sir dung tai khoan (mang xa hoi Facebook, Zalo...),
lap tai khoan mao danh ngudi khac, tuyén cng tac vién lam viéc online, thu doan
loi dung cong nghé Deepfake lam gia cudc goi video... d& thuc hién hanh vi lira

d40 chiém doat tai san. Trong do, trong tam tuyén truye theo khau hi¢u “4
khong', 2 phai®”.

I 44 Khong” la: () Khong s¢: khong hoang so khi nhdn dugc dién thoai, tin nhén, cac théng tin
ma ngudi la mat gui dén c6 nodi dung xau lién quan dén c4 nhin va nguoi than; @) Khéong tham:
khi c6 nguoi la goi dién hodc gui tin nhén thong bao duge tring thuéng hoiic nhén duge khodn
idn 16m khong rd nguon gc thi khong duge tin i céc dbi tugng; @) Khéong két ban véi nguoi
la: khi co ngudi la mat trén mang xa hoi két ban lam quen khéng rd la ai, muc dich thi khong
nén két ban, bét chuyén, nhét 1a khoéng dugce cung cap cdc thong tin ca nhan dé dbi tuong co the
loi dung; ¥ Khéng lam: khi cdc ca nhén khong quen biét yéu cdu cung cép thong tin ca nhan
hodic yéu ciu chuyen tién hay 1am mot sd vige thi tuy&t 461 khong duge lam theo.

2 «2 phai” la: () Phai thuong xuyén canh gidc: chu dong bao mat céc théng tin ca nhan, nhat la
cac théng tin quan trong nhur: Thong tin thé can cude cong déin; thong tin tai khoan ngén hang;
théng tin tai khoan mang xa hoi...; @ Phai 16 gidc ngay voi co quan phdp lugt khi cd nghi ngo:
khi nhan dugc cac cude goi, tin nhan hodic cac ndi dung nghi ngd la hoat dong lira dao hodc
khong ¢6 co s& khing dinh n6i dung thi céc ¢4 nhén phai bédo ngay cho co quan phap ludt (co
quan Cong an, chinh quyén dia phuong...) d& duoc huéng dén xir 1y.
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- TAm quan trong cua viéc bao vé cac théng tin dir liéu c4 nhén; nang cao y
thire canh gidc trong viée cung ¢ép cac théng tin cé nhan ciing nhu viéc xac thue
con nguoi trude khi thue hién viée cac giao dich trén méi truong mang, nhat la
hoat dong chuyén tién béng hinh thirc internet banking; hau qua, tac hai cia viéc:
bén, cho thué, cho muon tai khoan ngan hang, dé cac déi tugng xau sir dung tai
khoan ngan hang ctia minh phuc vu viée chuyén, nhan tién, lam dAu ra cho tai san
chiém doat duoc.

- Két qua cong tac phong ngira, phat hién, diu tranh, ngan chan cia luc
lugng chire ning véi toi pham mang, t6i pham s dung cong nghé cao dé Iira dao.
chiem doat tai san trén khong gian mang.

3. Hinh thire tuyén truyén
Phéi hop théng nhat, chit ché gilta cic s&, ban, nganh, doan thé, sir dung t6i

da cac phuong tién, didu ki€n thong tin tuyén truyén hién c6 va cac hinh thirc tuyén
truyén truyén théng, nghién ctru, dp dung cdc hinh thire, phuong phap, phuong tién
thong tin tuyén truyén méi, phong phu, da dang vé hinh thirc phu hop véi thyc té
cua don vi, dja phuong. Chu trong viéc phat huy vai tro ctia nguoi c6 uy tin, dién
hinh tién tién trong cong tac tuyén truyén. Cy thé:

ghép ndi dung trong cac hdi nghi, 16p hoc, trong cac budi sinh hoat cta co quan,
don vi... vé Chu truong, dudng 161, chinh séch cua Dang, phép luét ctia nha nudc
vé cong tic dam bio An toan thong tin, an ninh mang, bao vé bi mat nha nuéc trén
khong gian mang, bao vé dir lidu c4 nhén, phong, chéng t0i pham sir dung cong
nghé cao dé lira dao chiém doat tai san trén khong gian mang.

- Tuyén truyén truc tiép: T chirc hoi nghi tap huan, tuyén truyen hodc long

- Tuyén truyén trén mang Vién thong, CNTT va trén khiong gian mang:
Thuong xuyén tong hop thong tin, xdy dung cac bai viét, phéng su ngan gon, dé
hiéu... van dung cdc tmg dung dign tir, cic dich vu vién thong, CNTT (SMS
Brandname), c4c trang mang xa hoi (Fanpage, Zalo...), cac trang/cong théng tin
dién t... nhanh chéng dua thdng tin vé phuong thire, thu doan cia cac doi tugng,
cac phuong phap phong, chéng to1 pham mang, t4i pham lira dao, chiém doat tai
san trén khong gian mang mét cach nhanh nhat dén véi cic ¢4 nhan tham gia
khong gian mang,

. - Tuyén rruyén qua phuong tién théng tin dai chung: Béo, déi’truyén thanh -
truyén hinh cua dja phuong va luc lugng Cong an nhan dén, hé théng phét thanh
co sO dé dang tai, phat séng cac tin, bai, phong su, video clip...

- Tuyén truyén bd:rng cdc hinh thirc cé dong: Té chire vé khau hiéu, bang r("m:
1o rof c0 néi dung pht hop véi timg doi tugng; tao hinh anh trire quan sinh dong dé
hiéu, dé nh@n biét va dé ghi nhg, hudng téi dong dao ngudi dan, cac c4 nhan it c6
diéu kién tiép nhan théng tin bang céc hinh thirc khéc.

I11. PHAN CONG NHIEM VU

1. Cong an tinh

- Thuc hién vai tro 13 co quan thudng truc cta Tiéu ban An toan, an ninh
mang tinh, tham muu Tinh uy, UBND tinh chi dao cac s0, ban nganh, chinh quyén



4

dia phuong thuc hién c6 hi¢u qua Ké hoach tuyén truyén phong chong hoat dong
vi pham phép luét trén khong gian mang trén dia ban tinh.

, - Chi dao Céng an cac huyén, thi x4, thanh phé tham muu cho UBND cung
cAp tang cudng cong tac tuyén truyén néng cao nhén thirc, ¥ thic canh gidc cla
can bd, dang vién, hoc sinh, quén ching Nhan dan trong phong, chdng toi pham
mang, toi pham lra dao, chiém doat tai sén trén khong gian mang.

- Chu tri, trién khai cac bién phap cong tac nhim kip thoi phét hién, ngan
chan, déu tranh, xr 1y doi véi cdc hanh vi vi pham phép lut vé bao dam an toan,
an ninh mang. Quyét tm lam gidm va tién t6i han ché thép nhat s6 vu lién quan toi
pham mang, t6i pham lira dao, chiém doat tai san trén khong gian mang.

- Té chirc cac hoat dong tuyén truyén bang cac hinh thirc ph hop theo chirc
nang, nhiém vu cia Cong an tinh, nhu: tuyén truyén trén cac phuong tién thong tin
dai chung, bdo dai, cac trang mang xa hoi...

_ T4 chitc in 4n; cép phat 1o roi c6 ndi dung thong béo, canh béo vé céc
phuong thic, thi doan ciia cac dbi tuong hoat dong vi pham phép ludt trén khong
gian mang dén céc cac co quan, doanh nghiép, co s& gido duc trén dia ban tinh.

_ Phéi hop véi céc co quan, don vi lién quan ddy manh tuyén truyén, vén
dong va t& chirc bang céc hinh thirc, bién phap hiéu qua cho céan bg, dang vién,
cong chirc, vién chire va céc tang 16p Nhén dén tich cuc tham gia phong, chong toi
pham mang, t0i pham lira dao, chiém doat tai san trén khong gian mang. Chu tri
viéc ciing c6, phat huy vai trd hoat ddng clia cac md hinh quan chung béo vé an
ninh, trat ty ¢ co sO trong cong tac tuyén truyén. Té chire so két, tong két cac mo
hinh. dién hinh tién tién; nhan rong cic mé hinh hay, hoat déng hiéu qua.

2. P& nghi Ban Tuyén gido Tinh ay

- Chi dao hé théng tuyén gido cac cAp td chirc tuyén truyén vé cong tac dAu
tranh phong, chéng hoat dong sur dung khéng gian mang tuyén truyén, xuyén tac
tinh hinh chinh tri, pha hoai tu tudng, pha hoai ndi bo, chéng Pang, Nha nudc,
ding tai thong tin xau, doc, sai sy that...; tuyén truyén, canh béo vé Am muu,

phuong thire, thi doan cua cac loai toi pham trén khong gian mang.

- Tham muu Ban Chi dao 35 tinh chi dao Ban Chi dao 35 tai céc dia
phuong, co quan, don vi trén dia ban tinh tham gia viét bai, chia s¢ thong tin canh
bao, huéng dan Nhéan dan canh gidc phong ngua, phat hién toi pham trén khong
gian mang.

3. S¢ Thong tin va Truyén thong

- Tham muu, ‘trién khai viéc ap dung cac giai phap cong nghé thong tin trong
cong tac tuyén truyen, phd bién, gido duc phép ludt vé an toan théng tin, an ninh
mang, bao vé BMNN trén khong gian mang. Phéi hop voi cac so, ban, nganh, dia
phuong trién khai céc ndi dung tuyén truyen cac quy dinh ctia phap ludt trén linh
vue an toan thong tin, an ninh mang, phong chong cdc hoat dong vi pham phép luat
trén khong gian mang.

- Huy dong cac phuong tién théng tin, dai ching, béo dai, cac cong/trang
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thong tin dién tir déng tai cac thong tin lién quan dén cong tac dam bao An toan
thong tin, an ninh mang, bao vé bi mat nha nudc trén khéng gian mang, bao vé dir
liéu cé nhan, phong, chéng t6i pham sir dung céng nghé cao; cac phuong thic thu
doan lira ddo, chiém doat tai san cia céc doi tuong trén khéng gian mang...; két
qua dau tranh véi cac dé tuong pham t6i trén khéng gian mang bang cac hinh thic
phu hop.

4. 8¢ Gido duc va Pao tao

Tang cuong cong tac tuyén truyén, gido duc phéap luat vé an toan, an ninh
mang, quy tic tmg xir trén khong gian mang, qua d6 nang cao nhén thitc cho can
bd, cong chirc, vién chire, hoc sinh, sinh vién vé dm muu phuong thire, thy doan
cua toi pham mang, cac déi tuong c6 hoat dong lira dao, chiém doat tai san trén
khong gian mang; huéng dan gido vién, can b, hoc sinh, sinh vién xir 1y tinh
hudng khi cée doi twong lién lac dén thye hién hanh vi lira dao.

5. S& Viin héa, Thé thao va Du lich

Phoi hop véi céc s, ban, nganh nghién ctru dua céc ndi dung phong, chéng
t6i pham mang, t6i pham Itra dao, chiém doat tai san trén khéng gian mang vao cac
chuong trinh vin héa, van ngh¢; da dang hoa hinh thitc tuyén truyén nhim dua cac
ndi dung can truyén tai di vao cude song that d& hidu, da nhg.

6. Dai Phit thanh va Truyén hinh tinh, Bio Binh Dinh

Phoi hop véi Céng an tinh lang cudng cong tic tuyén truyén dé ngudi dan
nam rd phuong thire, thu doan céc doi tugng thudng xuyén tién hanh dé lira dao
trén khéng gian mang va phuong phép xir Iy tinh huéng khi gdp cac doi tuong trén.

7. Ngén hang Nha nwée chi nhinh tinh Binh Dinh

- Phéi hop v&i Céng an tinh 6 chire cac Hoi nghi tap huén nang cao nhan

A

thire, trach nhiém va hanh dong cua cac td chure, ¢4 nhan lién quan trong chz‘ip hanh
cac quy dinh cua phap ludt vé an toan thong tin, an ninh mang, bao vé BMNN. dif
liéu cé nhan trén khéng gian mang,

- Thuong xuyén td chire tuyén truyén, canh bdo vé cdc thy doan cua 16i
pham sir dung cong nghé cao tai cac phong giao dich, trén céc ung dung ngin

8. Ciac doanh nghiép vién thong, Internet trén dia ban tinh

Phéi hop véi Cdng an tinh t4 chirc tuyén truyén sau rong trén cic tmg dung
CNTT, mang Vién théng... cua cdc doanh nghigp vé cic loai phuong thirc, tha
doan ctia t6i pham trén khéng gian mang, nhu: Guri tin nhén SMS, tin nhin qua cac
ing dung cia céc nha mang cdc théng diép canh bio céc phuong thirc, thu doan

cua tdi pham trén khong gian mang.

9. Uy ban nhan dan cac huyén, thi xa, thanh phé

- Chu dong chi dao xdy dung ké hoach va trién khai thuc hién ¢ dja phuong
minh. Phai x4c dinh, cong tac tuyén truyén la cong tic quan trong, then chot trong
nang cao nhan thire, y thirc canh gidc dé phong, chong hoat dong vi pham phéap
ludt trén khéng gian mang.
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- Tang cudng cong tac tuyén truyén, nang cao nhan thire cho can bd, dang
vién, cong chire, vién chic, ngudi lao dong va céc tang 16p Nhan dén céc quy dinh
cia Nha nudc vé cong tac dam bao An toan théng tin, an ninh mang, bao vé bi mat
nha nudc trén khong gian mang, bao vé dit liéu ca nhan, phong, chong tdi pham su

dung cong nghé cao d& lira dao chiém doat tai san trén khéng gian mang; phuong
thire, thu doan cta tdi pham mang, t6i pham str dung cong nghé cao.

- Thudng xuyén da dang hoa cac hinh thirc tuyén truyén, trong do6 can chi y
dén cac trudmg hop it dugc tiép cén thong tin, cac truong hop nhe da, ngudi co
hoan canh kho khan, ngudi ¢ trinh do nhén thic chua cao... dé 16 chic tuyén
truyén. Chi trong dén cac ca nhan 12 nguoi co uy tin trong ddng bao dan tdc thiéu
s6, nguoi dimg dau t& chirc, nguoi c6 anh huong dén nhiéu ngudi dé tuyén truyén
mdt cach hiéu qua.

(1. TO CHU'C THY'C HIEN

1. Can cur ndi dung ké hoach n'E}y, cac S&, ban, nganh, dia phuong, td chirc,
doan thé, doanh nghiép nghiém tdc trién khai thuc hién.

2. Dinh ky 06 thang (trudc ngay 10/6), 01 nam (trudc ngay 10/12) cac co
quan, ban, nganh, dia phuong, t chirc, doan thé, doanh nghiép t6 chire danh gié va
béo cao két qua cong tac tuyén truyén vé Tidu ban Chi dao An toan, an ninh mang
tinh Binh Pinh (qua co quan thuong truc la Phong An ninh Chinh tri ngi bg, Cong
an tink Binh Dink) dé tong hop, béo cdo Chu tich UBND tinh, Ban Chi dao An
toan, An ninh mang qubc gia.

3. Kinh phi thyc hién ke houch tir ngudn kinh phi thadong xuyén va cac

A I3

nguon kinh phi hop phép khic (néu c6) theo quy dinh cua phép luat.

4. Giao Cong an tinh 12 don vi thuong trirc gitip Tiéu ban Chi dao An toan,
an ninh mang tinh’huéng dan, theo doi, kiém tra, don dbc cac co quan, ban, nganh,
dia phuong, cac 'té chire, doan ghé, dpanh nghigp thuc hién nghiém tuc Ké hoach
nay; tham muu td chire so két, tong ket thuc hién K& hoach theo quy dinh.

‘ Trong qué trinh trién khai néu c6 khoé khan, vudng mic d& nghi bdo cdo vé
Tiéu ban Chi dao An toan, an ninh mang tinh Binh Pinh (qua Phong An ninh chinh
tri ndi bo, Cong an tinh; Pau moi lién hé: P/c Trung td Mai Hong Thing, SP ;L‘j/:
0934124237) dé tong hop, theo di, béo cdo Chu tich UBND tinh chi dao.”.

Noi nhin: : KT. TRUONG TIEU BAN
- Ban Chi dao ATANM quoc gia (A05); § P TRUGNG TIEU BAN
- Thudmg true Tinh ay; l (dé b/céo); 73 FHO\ UONG TRUC

- Chi tjch UBND tinh; : ARl S -

- Cac D/c Pho Trudng TBCD (dé ph/hop, chi dao); = = - R VA

- Cac S&, ban nganh; (=it '"Laa‘ ¥

_ UBND céc huyén, thi xa, thanh phd; RSN r“: T

_Pai PTTH Binh Dinh; R RS2

- Bdo Binh Binh; (d th/hign); & D

- Ngan hang Nha nudc chi nhanh Binh Dinh; = i L

_ Céc doanh nghiép vién théng, CNTT; GIAM pOC CONG AN TiNH
- YR ”' Pai t4 Vo Dirc Nguyén

- Luu: VT, CAT(P.ANCTNB), DDL.,.ng"



