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NOI DUNG

Khai niém, cau trdc dia chi va cach biéu dién dia chi
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Dia chi Internet

» Pia chi Internet (IP) gom: Pia chi IPv4 va Dia chi IPv6
« Xét vé két ndi ra ngoai Internet hay khong:
« IP doc lap — Cap truc tiép qua VNNIC.
» |P phu thudc — Do céc ISP cap phat lai cho khach hang.
» Dia chi IP duing d¢ cap va dinh danh cac thiét bi c6 ket noi Internet (May tinh,
Laptop, dién thoai di dong, thiét bi mang khac ....).

» Xu thé Internet van vat (Internet of things): Moi thict bi ¢d ket noi Internet s&
can dia chi IP.
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Dia chi IPv4 — |Pv6 :

IPV4 IPV6

« Chiéu dai 32 bits » Chiéu dai 128 bits.

* Chia thanh 4 nhom tach bi€¢t nhau * Chia thanh 8 nhoém tach bi€t nhau boi déu hal
bo1 dau cham (.). cham () (Khi rdt gon c0 thé xuat hién dau “::”)

e Cach biéu dién: bang so thap phan « Cach biéu dién: bang s6 thap phan (0, 1, 2 ..., 9)
(0,1,2...,9). va cac chtr cai tt A— F.

* VD: 203.119.9.50  VD: 2001:DF8:1100::

e Tong dia chi: 232 dija chi (khoang e« Tong dia chi: 2128 dia chi
4,3 ty dia chi IP). (340.282.366.920.938.463.463.374.607.431.768.

211.456 dia chi (khoang 3,4 x 10%%)).

=> Khong gian hitu han ‘
—Khong gian gan nhu vO han
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BIEU DIEN PIA CHI IPv6

- - _— s .
544 65 1=
1 Netwvwork Prefix H Interface 1D 8
32 1 16 S5
|- - e - =
ISP
S 32
Customer
Site /43

End Site Subnmnet /&4 Device 128 Bit Address
Biéu dién mjt dai dia chi IPV6:
- Dija chi IPv6/s0 bit tién td
- 2001:DC8:0:0::/64
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BIEU DIEN PIA CHI IPv6

2001:0DB8:0000::/48

l_ In bits
2001:0DBS: 0000 0000 0000 0000 ::/48 2001:0DB8:0000::/48
2001:0DBS: 0000 0000 0000 0001 ::/48 2001:0DB8:0001::/48

2001:0DB8: 0000 0000 0000 0010 ::/48 2001:0DB8:0002::/48

222

2001:0DBS8: 0000 0000 0000 0011 /48 2001:0DB8:0003::/48
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BIEU DIEN PIA CHI IPv6

IPv4 = 32 Bits

IPvG = 128 Bits

[ KHONG GIAN PIA CHi }

2128_ 340 282 366 920 938 463 463 374 607 431 768 211 456
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BIEU DIEN PIA CHI IPv6

CAC QUY TAC BIEU DIEN

[ 128 bits
Format J . ’
X X X X X X:X:X
16 bits
X : 16 bits, dwoc biéu dién dwéi dang s6 hexadicemal, vi du: FA0S,
2013, FEC4, 0031...
Vi du:

2031:0000:130F:0000:0000:09C0:876A:130B
1088:0:0:0:8:800:200C:463A
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BIEU DIEN PIA CHI IPv6 .A

2001 ODBB DEAD:BEEF:1AB6:503F:A804:71D9

! =1

0010 0000 0000 0001 lo 0 1101 1011 1000,

1101 1110 1010 1101 ‘Id‘l‘l 111011101111
- |
0001 1010 1011 0110 1001 O000 OO11 1111

W

1010 1000 0000 O100 O111 0001 1101 1001
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CAC QUI TAC VIET RUT GON TRONG PIA CHI IPv6

Trong day dia chi IPv6, néu c6 s6 0 dirng dau c6 thé lwot bo.

0081 | > 81
OFO01 | > FO1
0000 | > 0

2031 :0000:130F: 0000 :0000:09C0:876A:130B

2031 : *AlEﬂF: I*: i; SCD:876A-130B
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CAC QUI TAC VIET RUT GON TRONG PIA CHI IPv6

Trong day dia chi IPv6, néu c6 cac nhom s6 0 lién tiép, cd thé don gian cac nhom
nay bang 2 dau :: (chi ap dung khi day 0 lién tiép nhau).

2031 :0:130F:0:0:9C0:876A:130B

\

2031 :0:130F: : 9C0:B8T76A:130B
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CAC QUI TAC VIET RUT GON TRONG PIA CHI IPv6

Trong IPv6, chiing ta chi c6 thé sir dung 2 dau hai chAm mét lan véi dia chi.
Khong dworc viéet ::AB65:8952::, vi neéu viét nhw the s€ gay nham lan khi dich ra
day du.
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NOI DUNG

Tinh nang cua IPv6
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NHUNG HAN CHE CUA IPv4

SU THIEU HUT PIA CHI

1/2
E IPv4 F

CAU TRUC PINH TUYEN KHONG HIEU QUA

HAN CHE TINH BAO MAT VA KET NOI
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NHUNG THAY POI SO VOI PIA CHI IPv4

Dang thirc header moi.

Khong gian dia chi v0 cung rong 16n

Cau trdc danh dia chi va dinh tuyén phan cap

Ty ddng cau hinh “co trang thai” va “khéng trang thai”
Tinh ning bao mat c6 san

H trg QoS tbt hon

Thu tuc méi cho giao tiép gitta cac node 1an can
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NHUNG THAY POI SO VOI PIA CHI IPv4

Dang thirc header maoi
= C6 dinh chiéu dai mao dau co ban (40 ...

Mao dau IPv4

< d L —— 16 |
Phién | Chieu dai ( Dang dich vy ™ Téng chidu dai
bdn Mo dau >
byte) ] Binh o | Chi dink phén manh
u B 6 dl nh&ng tmb’ng CO th O n g tl n Va Thiri gian sdng Thid byc Kidm fra rmao dau
chidu dai thay déi, giam tai xir I cho

Bia chi dich (32 bil]

Ty chon Bem

thiét bi dinh tuyén.
v'Router IPv6 khong phan manh goi =~ . N -
tin. -
v Host thuc hién thuat todn tim |
PathMTU trén duong két noi. ——
* Thém méi truong phuc vu cho QoS: S n

Dia i ngudin {128 bith

Nhén dong (Flow label). Mao déu IPvs
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NHUNG THAY POI SO VOI PIA CHI IPv4

Khong gian dia chi

e Chiéu dai 128 bit
e Cung cap 2128 dija chi
* 340,282,366,920,938,463,463,374,607,431,768,211,456 addresses (3.4 x 1038)
e Luwa chon chiéu dai 128 dé cho phép vira ddm bao khoéng gian dia chi
du I&n vira dam bao su phan cap hiéu qua trong danh dia chi va dinh
tuyén.
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NHUNG THAY POl SO VOI PIA CHI IPv4

Cau truc danh dia chi va dinh tuyén phan cap

Pinh tuyén toan cau

Pinh tuyén trong mang Binh danh giao dién

< - . = - >
48 bit 16 bit 64 bit
001 Tién t6 dinh tuyén toan cau Pinh danh mang con Pinh danh giao dién
(Global routing prefix) (Subnet ID) (Interface ID)

e IPv6 dwoc cai tién trong thiét ké dé dam bao c6 mot ciu tric dinh tuyén va
danh dia chi phan cap r6 rang

— 3 bit ddu 001: Phan cd dinh xac dinh dia chi dinh danh toan cau

— Phan dinh tuyén toan ciu: 45 bit tiép theo

— Vung dinh tuyén trong mang (site): 16 bit ti€p theo
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NHUNG THAY POI SO VOI PIA CHI IPv4

e Kha nang tw déng cau hinh khéng trang thai (plug and play)

D
MAC: 0090271 7FCOF

Interface ID :
009027FFFE17FCOF
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NHUNG THAY POI SO VOI PIA CHI IPv4

e Bao mat tir dau cudi — dau cudi

&7  Bao mat gilra hai mang cta IPv4 T

o= =
== Sl

Bao mat giira cac dau cudi ctua IPv6
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NHUNG THAY POI SO VOI PIA CHI IPv4

» Thii tuc méi cho giao tiép giira cac node 1an cén
» Thong diép Do tim router (Router Solicitation — RS )
* Thong diép Quang béa cua router ( Router Advertisement — RA)
« DO tim node lan can NS (Neighbor Solicitation — NS )
* Quang ba cua node lan can (Neighbor Advertisement - NA)
* Lai (Redirect)
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NOI DUNG

Cac dang dia chi IPv6
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CAC DANG PIA CHI IPv6

Unicast
Address

Multicast
Address

ﬁ ¥ MINISTRY OF INFORMATION AND COMUNICATIONS WWW.VnniC.Vn

v VIETNAM INTERNET NETWORK INFORMATION CENTER



CAC DANG PIA CHI IPv6

Unicast Address
Global Unicast Address

Link-local Address

!'é.! !'é.!

Site-local Address

Unique Local Addresses
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CAC DANG PIA CHI IPv6

Global Unicast Address

23 132 f48 /64
2001| opBs | | Interface ID
FEEQiEtI‘H—-E
ISP Prefix > ,
Site Prefix - |
Subnet Prefix >

- Bat dau véi chudi bit nhj phan 1a 001, hay véi hé thip luc phan 1a 2 hodc 3 :
2000::/3 , 3001::/3
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CAC DANG PIA CHI IPv6

Link-local Address

10 bits 54 bits 64 bats

1111111010 000D . ... 0000 Interface 1D

Trong Link-local Address: 64 bit dau 1a gia tri c6 dinh khong thay doi
twong tmg voi prefix 1a FE80::/10
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CAC DANG PIA CHI IPv6

Site-local Address

10 bits 38 bits 16 bits 64 bits

1111111011 oot interface 1D

Trong Site-local Address: 10 bit dau 1a gia tri c6 dinh khong thay doi
tuong tng voi prefix 1a FECO0::/10
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CAC DANG PIA CHI IPv6

Unique Local Addresses

o Prefixes fc00::/7
- Chi cap tir block fd00::/8
» Khong dugc dinh tuyén trén Internet
» Puoc khéi tao ngau nhién tu 40-bit Global ID and chén trong
FAXXEXXXX:XXXX
r N
Global ID: da24154e1d

Prefix: fdda:2415:4e1d::/48
\_ /

www.vnnic.vn
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CAC DANG PIA CHI IPv6

Multicast Address
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CAC DANG PIA CHI IPv6

[ Multicast Address }

112 Bits Pl

- DP1a chi IPv6 Multicast dugc dinh nghia v prefix

1111 1111 \
la FF::/8
F F Flag __ Scope - Tir FFQO:: dén FFOF:: 1a dia chi danh riéng dugc
«—— 8 Bits ——ple 8 Bits——»| quy dinh béi IANA dé str dung cho muc dich
Multicast.

- Octet thir hai chi ra co (flag) va pham vi (Scope)
cua dia chi multicast.
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CAC DANG PIA CHI IPv6

Multicast Address

Flag x4c dinh thoi gian song cua dia chi. C6 2 gia trj cua flag :
Flag = 0 : Pia chi multilcast vinh vién.
Flag = 1 : DPia chi multilcast tam thoi.

Scope chi ra pham vi hoat ddng cua dia chi. C6 7 gia tri cua Scope :

Scope =1 : Interface-local. Scope =5 : Site-local.
Scope =2 : Link-local. Scope = 8 : Organization.
Scope = 3 : Subnet-local. Scope = E : Global.

Scope =4 : Admin-local.

l . l



CAC DANG PIA CHI IPv6

Multicast Solicited

e Tu dong ciu thanh tir dia chi unicast gan cho node, phuc vu cho viéc phan giai dia chi l&p 2
twr dia chi IPv6 unicast do, thay vi dung dia chi broadcast trong IPv4.

64 bit 64 bit
-l -1} -
Tién té cua dai dia chi Pinh danh giao dién
Unicast (Interface 1D)
24 bit
h 4
FFOZ2: 0:0:0:0 A:FF

« Cau thanh ttr dia chi unicast bang cach gan 104 bit tién to (prefix) FF02::1:FF/104
v&i 24 bit cudi cua dia chi unicast.

— Pia chi unicast toan cau 2001:dc8::3005:BC68.
— Dia chi Multicast Solicited node twong teng: FF02::1:FF05:BC68

| (, ¥ MINISTRY OF INFORMATION AND COMUNICATIONS www.vnnic.vn
oy

VIETNAM INTERNET NETWORK INFORMATION CENTER



CAC DANG PIA CHI IPv6

ﬁ ¥ MINISTRY OF INFORMATION AND COMUNICATIONS www.vnnic.vn
& VIETNAM INTERNET NETWORK INFORMATION CENTER




CAC DANG PIA CHI IPv6

e RFC 2526: Anycast trong mo6t subnet
- Poi véi dang dia chi yéu cau dang EUI-64 (/64) dia chi anycast danh riéng sé la:

- Poi véi dang dia chi yéu cau dang EUI-64 dia chi anycast danh riéng sé la:
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CAC DANG PIA CHI IPv6

CAC LOAI PIA CHI PAC BIET

[ Loopback Address: J

0:0:0:0:0:0:0:1 hay ::1/128

[ Unspecified Address: }

0:0:0:0:0:0:0:0 nhay ::/128
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NOI DUNG

Phan hoach dia chi IPv6
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PHAN CAP QUAN LY VA CAU TRUC DIA CHI IPv6

< 45 Bits -
( T | ! - 45 Bits ol glfBits || e4Bis
. 0ol Slobal Routing Prefix Subnet ID Interface ID
- Céu trac dia chi Unicast toan cau

) m)j@)m)

[ Mational Internet Regjstries B Local Internet Registries
Il End Users

. Internet Service Providers

Phan cdp qudn Iy dia chi IP
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Chinh sach phan hoach dia chi

|ANA
|
APNIC ARIN RIPE NCC LACNIC
/12 to /23 12 to /123 12 to /123 12 to /123

o I e A

|
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Phan hoach dia chi va muc tiéu phan hoach

> Dia chi IPv4 dugc phan hoach chu yéu theo hiéu qua st dung dia chi. Yéu to co ban dé
phan mang con (subnet) trong IPv4 |a dua trén s6 luong host thudc vé subnet.
> Trong phan hoach dia chi IPV6, yéu to co ban la viéc bao quat mé hinh mang, phac thao
ké hoach an ninh an toan va tinh thuan loi gian tién trong viéc quan tri, van hanh. Ké
hoach phan hoach IPv6 hiéu qua can dam bao dugc cac muc tiéu:
= Chinh sach an ninh bao mat cé thé dé dang thuc hién. Dé dang cau hinh access list va
firewall.
= Pia chi dé dang duoc tra vét. Trong cau trac phan hoach dia chi c6 thong tin gitip xac
dinh rd loai muc dich st dung (use type) hoac vi tri ma dia chi d6 dugc sir dung.
= K¢ hoach dia chi c6 kha ning mé rong.C6 quy hoach danh cho muc dich sir dung méi
va vi tri moi.
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Cau trdc co ban vé phan hoach dia chi

Cac yéu to duoc lay 1am cin ctr dé xay dung ké hoach phan hoach dia chi:
* \Vung hoac vi tri dia ly.
= \/Ung cap dudi ctia mot vung dia 1y 1on.
* Dang muc dich st dung (vi du backbone, data center, remote
connectivity, desktop...).
» Loai khach hang (staff, guest, student, vendor).
= Phong ban (sales, marketing, tech).
= Virtual LAN (VLAN).
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Phan hoach theo vi tri dia ly
= MOoi tda nha, vi tri chi nhanh mang ... duoc phan mot nhdm dia chi nhat dinh.
= Tat ca cadc mang trong mdt vi tri dia Iy cu thé s& dugc t6 hop trong mét route duy nhat
trong bang thong tin dinh tuyén.

Announces

2001:0410:0001:/48 only the /32 prefix

IPv6
Internet
2001::/16

., ;.2001:0410:0002:/48 X Y . A
= Uu diém nodi bat cta viéc dua Iwa chon phan hoach theo vi tri la toi wu hoa bang thong

tin dinh tuyén.
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Phan hoach theo vi tri dia ly

2001:db8:1234: L{L({L(L}T|T|T|(T|B|B|B|B|B|B|B|B]|::/64

Trong vi du nay, to chitc dugc cap ving dia chi 2001:db8:1234::/48 d3 danh 4 bit dau (bit
L) dé phan hoach cho vi tri (location), nhu vay c6 thé c6 16 phan mang theo vi tri dia 1y.
4 bit tiép theo (bit T) la @& phan hoach muc dich sir dung. Nhu vay trong mdi phan mang
vi tri dia Iy c6 thé c6 16 nhdm theo muc dich sir dung khac nhau va trong méi phan mang
theo muc dich st dung tai mot vi tri dia Iy nhat dinh c6 thé c6 28 = 256 mang con
(subnet).
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Phan hoach theo muc dich str dung

= CO nhiéu ving dia chi dugc phan hoach cho cac vi tri khac nhau theo muc dich st dung.

= Khéng dat duoc viée toi uvu hda bang théng tin dinh tuyén.

= Uu diém 16n nhat caa mo hinh phan hoach theo muc dich sir dung 12 su thuan loi dé dang
trong viéc &p dung chinh sach bao mat (security policy). Phan 16n viéc thiét 1ap chinh
sach bao mat trén tuong lvra (firewall) 1a can cir vao muc dich str dung chir khdong can cur
vao vi tri cua mang.

> Pay la i do tai sao c4c twong ltra thuong yéu cau mot chinh sach (policy) cho mot muc
dich sur dung.
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Phan hoach theo dinh tuyén va cach phan bo

3 bits | 9 bits | 20 bits | 16 bits | 16 bits 64 bits

3 bits 9 bits 36 bits 16 bits 64 bits

Khuyén nghi kich thuéc khdng gian IPv6 cho nguoi st dung (end-user):
= /48 (65536 mang con subnet) cho cac mang (site) thong thudng, ngoai trir truong hop
nguoi st dung cuc 1on.
= /64 (mdt mang con) khi biét chic rang chi c6 duy nhat mot mang con I can thiét trong
mo hinh phan hoach.
= /128 (mot dia chi) khi biét chic chan tuyét doi rang chi mot thiét bi duy nhat két noi.
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Phan hoach theo dinh tuyén va cach phan bo

3 bits | 9 bits | 20 bits | 16 bits | 16 bits 64 bits

3 bits 9 bits 36 bits 16 bits 64 bits

Kich c& block/prefix nén can nhac sao cho phl hop nhat véi kich thudc nhu cau cua nguoi
st dung
= Vi du /48 1a qua 16n cho nhu cau ctia mot nguoi st dung tai nha, tuy nhién néu cap /64
thi lai chi ¢d duy nhat mot subnet do vay gidi han kha nang phét trién. Vi vay khoi dia
chi /56 hodc /60 c6 thé 1 kich thude phi hop hon d6i véi khach hang.

/ﬁ ¥ MINISTRY OF INFORMATION AND COMUNICATIONS www.vnnic.vn

v VIETNAM INTERNET NETWORK INFORMATION CENTER



TRAN TRONG CAM ON!

VIETNAM
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